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Configure rotation policies

Set up a custom rotation policy for secrets

Rotating secrets (and other forms of access credentials) is a widely-accepted best practice for
excellent data security management - especially automated systems. The Vault service can help
you build an automated credential rotation system. Every industry has its own best practices for
the time between credential rotation; because of this, Vault allows you to tailor rotation intervals to

your exact requirements.

You can use the Pangea Console or the various API endpoints to create a rotation policy.

In the Pangea Console

1. Go to the Pangea Console [

2. Go to Vault (7 in the left-hand navigation menu

3. Click Secrets & Keys. On this page, click + New button and select Secret. A settings dialog will
appear.

4. Enable a Rotation Policy by switching the toggle on

5. Select an amount and the units (e.g. year, days, etc.)
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New Secret Settings

Add your secret informaiton below

General Rotation Policy

Mame Rotation Every

Folder

Expiration Date mm/dd fyyyy

Using the API

A rotation policy can be updated at any time using the /update endpoint.
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